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Il. Aprendizajes que, al finalizar, el estudiantado debera demostrar

Conocimientos

Habilidades y destrezas

Actitudes y valores

e Understanding of statistical metrics for
evaluating cryptographic security.

e Understanding of differential cryptanalysis,
texture analysis, and cryptographic key security.

e Interpretation of the NIST SP 800-22 statistical

test suite for randomness evaluation.

e Apply statistical and probabilistic methods to
assess the quality and robustness of encrypted
information.

e Implement and interpret  experimental
evaluations in cryptographic systems.

e Ethical responsibility in the application of
cryptographic tools.
e Evidence-based evaluation

decisions.

for  objective

Resolucion que aborda la propuesta con su enfoque disciplinar
Este rubro debe centrarse en los aspectos que resuelven o indagan la(s) disciplina(s) o tema(s) que se aborda(n), tome en cuenta que no se desea registrar aqui el
estado del arte que guarda un conocimiento acumulado dentro de un drea especifica, sino la respuesta que se da con esta planeacidn didactica ante una problematica

definida.

Cryptographic tools address the need to evaluate the robustness of cryptographic algorithms through statistical and computational methods. The subject responds
to the problem of determining whether encryption schemes provide sufficient resistance against statistical attacks and key vulnerabilities. The syllabus offers
methodological tools to measure randomness, detect weaknesses, and quantify security. By integrating cryptography, statistics, and computation, the course
provides to students a framework to critically validate encryption-security.

I1l. Proximidad formativa

Areas multi, inter y transdisciplinarias:
Anote las disciplinas con las que se relacionan los
temas de estudio de esta planeacién. Tome en
cuenta que su registro estara justificado si contempla
informacion efectiva (y evidente) para el aprendizaje
propuesto.

Lineas de Generacion y Aplicacion de Conocimiento:
Se retoman del programa académico segun
corresponda.

Sectores sociales:
Sectores sociales donde puedan promoverse los
productos académicos que resultan del natural
ejercicio formativo que se esta planificando. Enuncie
los sectores o grupos que consideres viables.
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e  Applied Statistics

e Information Security
e Data Science

e  Ethics of Technology

Tecnologias computacionales
Seguridad informatica

e Information and Communication industry
e  Financial sector
e Government and Defense

Estrategia de asociacion:

Integre sintéticamente las consideraciones para delimitar como interactua el estudiante con los sectores de la sociedad (previamente considerados) en funcion de
la mediacién de conocimientos que se pretende abordar y los aspectos que resuelve o indaga.

e Applyitin real contexts by analyzing datasets of encrypted information.
e Experimental evaluations based on international standards.
e  Problem-oriented projects that replicate challenges faced by government, banks, and technology companies in evaluating encrypted information.

IV. Contenido tematico (incluya el tiempo requerido si lo considera apropiado)

1.Statistical Analysis and Encryption Evaluation (26 hours)

1.1 Importance of Cryptographic Evaluation

1.2. Correlation Coefficient

1.3. Correlation of Adjacent Bytes

1.4. Correlation Between Plainbytes and Cipherbytes
1 Probabilistic Distributions in Cryptography

1.6. Maximum and Irregular Histogram Deviation
1.7. Entropy

1.8. Hypothesis Testing in Cryptographic Contexts
1.9. Interpretation of p-values in Security Evaluations
1.10. Chi-Square Goodness-of-Fit Test

1.11. Mean Square and Absolute Error

1.12. Peak Signal-to-Noise Ratio (PSNR)

2. Differential Cryptanalysis (8 hours)
2.1. Avalanche Effect and Bit Sensitivity
2.2. Number of Pixels Change Rate (NPCR)
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2.3. Unified Average Changing Intensity (UACI)
2.4. Similarity Parameter (SP)

3. Texture Analysis (8 hours)

3.1. Definition of Gray-Level Co-Occurrence Matrix
3.2. Homogeneity Metric

3.3. Contrast Measurement

3.4. Energy

4. Cryptographic Key Security (5 hours)
4.1. Key Permutation

4.2. Key Space Size

4.3. Key Sensitivity.

5. NIST SP 800-22 Statistical Test Suite (25 hours)

5.1. Frequency Tests

5.2. Runs and Longest Run of Ones Tests

5.3. Binary Matrix Rank Test

5.4. Discrete Fourier Transform Test

5.5. Non-overlapping and Overlapping Template Matching Tests
5.6. Maurer's Universal Statistical Test

5.7. Linear Complexity Test

5.8. Serial Test

5.9. Approximate Entropy Test

5.10. Cumulative Sums Test

5.11. Random Excursions and Random Excursions Variant Tests
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VI. Evaluaciéon

The course is evaluated considering:

Homework 30%
Exam 30%
A final project 40%

VII. Créditos y responsivas

Responsabilidad Nombre completo Clave de nombramiento
Coordinador (Autor) DR. VICTOR MANUEL SILVA GARCIA 15504-EG-22/6
Participante (Coautor) DR. ROLANDO FLORES CARAPIA 19112-EG-25

Participante (Coautor) M. en T.C. MANUEL ALEJANDRO CARDONA LOPEZ




